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Am stärksten betroffene Branchen
Platz 1 = Bildungseinrichtungen

https://www.microsoft.com/en-us/wdsi/threats

https://www.microsoft.com/en-us/wdsi/threats


Aktuelle Bedrohungen?
ØPhishing (Vorgabe falscher Tatsachen)
ØKey Logging (Bespitzeln)
ØRansomware (Erpressung)
ØIdentitätsdiebstahl
ØSocial Engineering (Erschleichen)
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Over 3,800
breaches

#1 breach threat action

#2 breach threat action

Sources: Cyber Risk Analytics 2019 MidYear QuickView Data Breach Report, 2019 Verizon Data Breach Report, Global Incident Response Threat Report

70%
34%

Of all attacks now involve 
attempts at lateral 
movement

Of breaches 
involved internal 
actors

increase 
since 2018

in first half of 2019 54%





Changing the game with 
passwordless
Make sign-in even more seamless and secure

Passwordless
Momentum 200M+ Active 

passwordless users



Windows Hello
Microsoft’s premier passwordless experience



Windows Hello

User friendly and privacy protecting
• Passwordless: biometrics or a PIN
• SSO with windows apps
• Biometrics never leave the device
• Private key is never shared 

Enterprise-grade
• Strong two-factor authentication
• Asymmetric key pair auth model
• Can be deployed in cloud, hybrid, or         

on-premises environments 
• Key- or certificate-based options



Microsoft 
Authenticator

Microsoft’s passwordless anywhere 
solution



Microsoft Authenticator 

Overview
• Standards based MFA
• Supports TOTP, Push Approvals, 

Biometrics + Number Match

Windows 10
• Passwordless authentication – i.e. device 

registration in OOBE, Windows Hello 
provisioning 

Mobile
• SSO to native mobile apps




